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Let’s Connect

Founder of ARCHybrid 

20+ Years of Industry Experience

CIA, CISA, and CRMA

Transformative Leader and 
Market Advisor

Trainer and Coach

Recognized Speaker and Author

Go-To-Market and Product 
Strategy Advisor

Disclaimer: The information provided in this training session and accompanying handouts is for educational purposes only. While every effort has been 
made to ensure the accuracy and completeness of the content, the presenter assumes no responsibility for errors, omissions, or any outcomes related to 
the application of the information provided. Participants are encouraged to seek professional advice or consult relevant guidelines for specific situations.

Empower your teams and elevate your impact with Scott:
• Internal audit, risk, and compliance consulting
• Group training for internal audit and risk management
• Training for Boards and Committees
• Team-building workshops
• Career coaching sessions
• Inspiring keynote presentations

smadenburg@thearchybrid.com



FUN FACTS!

My daughter is my Life!

My wife gave me my Life!

My dad is my Hero!

My mom is my counselor!

My sister is the “test child”!

My parents, sister, and I are the 
Griswolds!

My hobbies are photography, cars, 
and DIY!

Being here today, is what I’m 
passionate about!

Porsche, there is no substitute!



Meet ARCHIE

The Audit, Risk, and 

Compliance Yorkie



Agenda / Session Flow

Sharing Wisdom TogetherSharing Wisdom Together

TIME (ET) AGENDA ITEM

2:45 – 4:25 PM Session 4: Technology & Innovation: Driving Internal Audit Forward

2:30 – 2:45 PM Break (15-minutes)

12:50 – 2:30 PM Session 3: Risk Management (unintended consequences and a resilient audit function)

11:55 – 12:50 PM Lunch (60-minutes)

10:15 – 11:55 AM Session 2: Harnessing AI: Revolutionizing Internal Audit, Cybersecurity, and Compliance

10:00 – 10:15 AM Break (15-minutes)

8:20 – 10:00 AM Session 1: Navigating Ethical Complexities in Today's Complex World

8:15 – 8:20 AM Welcome / Announcements

8:00 – 8:15 AM Breakfast

4:25 – 4:30 PM Wrap-up
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Session 1
8:20 – 10:00 AM

Navigating Ethical 
Complexities:

In today’s complex world
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Learning Objectives

Equip participants with tools and strategies to identify, assess, and 
respond to ethical challenges in internal auditing, particularly in the 
domains of misinformation, AI biases, and geopolitical instability.

Assist participants in applying ethical decision-making frameworks in 
real-world audit scenarios while balancing organizational values, risks, 
and regulatory obligations.

Empower participants to lead by example, build ethical cultures, and 
collaborate across departments to proactively address emerging risks.

You’ll leave with a decision playbook, escalation map, and 30-60-90 plan.



The 
New Frontier 

of Ethics
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A Changing Information Landscape
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April 2025 Harris Poll:

➢82% of adults feel 
business leaders’ values 
don’t match those of 
everyday Americans

➢72% believe the U.S. is 
facing a business 
leadership crisis.

% of employees who believe 
the need for moral leadership 

is more urgent than ever:



Ethical Blind Spots
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Supply Chain Vulnerabilities

Cybersecurity Threats

Regulatory Changes

Privacy Concerns

Informed Consent

Algorithmic Bias

AI-driven Deepfakes

Social Media Manipulation

False Narratives



20 Preparing ResultsJoin at: vevox.app ID: 408-602-339

Navigating mis/disinformation and verifying data integrity

50%

Responding to management pressure to compromise controls or ethical standards for business objectives

30%

Recognizing and mitigating personal and organizational unconscious biases

10%

Maintaining independence and objectivity amid conflicting organizational priorities

35%

Addressing algorithmic and AI-driven decision-making biases

60%

Ensuring ethical leadership and fostering a culture of integrity within the organization

35%

From your perspective as an internal auditor, which of these emerging issues 
are most troubling from an ethical standpoint?



Reflect ∙ Compare ∙ Share
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Turn to your neighbor:
• Share one surprise 

ethical dilemma you 
faced last 12 months

• What made it hard as 
a leader (constraints, 
politics, timing)?



The Mirroring Effect
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Leadership 
Styles

Political
Communication

Norms
Leadership styles

transcending industry
boundaries.

Political norms shaping
corporate communication

strategies.

Unethical 
Practices

SEC Enforcement
Actions

Increasing unethical
communication in executive

roles.

Historic SEC actions against
corporate misconduct.
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Yes, positively 25%

Yes, negatively 25%

No, not directly 35%

Unsure 15%

Have you seen leadership style shifts in your organization that impacted 
ethical behavior?

25%

35%

25%

15%



Domain II: Ethics and Professionalism
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Exercise Due Care
Apply sound judgment and adhere to
professional standards.

Protect and appropriately use sensitive
information.

Demonstrate Competency
Possess and continuously improve necessary
skills and knowledge.

Maintain Confidentiality

Maintain Objectivity
Ensure impartiality and unbiased judgment in
professional decisions.

Uphold honesty and ethical principles in all actions.

Demonstrate IntegrityPrinciple
1

Principle
2

Principle
3

Principle
4

Principle
5



Ethics, Reputation, and the Expanding Risk Landscape
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Trustworthiness

Cultural Trustworthiness

Responsible Technology Use

Fairness & Transparency

Regulatory Adherence

Compliance
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With the ushering in of a new administration in Washington, 

I’ve received many questions about how the next four years 

will affect the risk landscape and the U.S. internal audit and 

compliance profession.

From artificial intelligence (AI) and tariff policies to wider-scale deregulation, 

there is much to consider. The IIA’s advocacy team continues to maintain a

close and open dialogue with Washington, I’ve received many questions about how the next four years will affect 

the risk landscape and the U.S. internal audit and compliance profession.

Regulating Artificial Intelligence

A key policy area that is on our radar, and one that should be top of mind for organizations in the U.S., is how the 

new administration’s approach to AI and emerging technology will impact the risk landscape and internal audit 

profession.

On Jan. 23, President Donald Trump issued an executive order on AI entitled, “Removing Barriers to American 

Leadership in Artificial Intelligence.” This executive order directs the assistant to the president for science and 

technology to develop an “Artificial Intelligence Action Plan” within 180 days. The goal of this plan is to create a 

policy that enables the U.S. to maintain global AI dominance.

The president’s AI policy objectives were described in greater detail by Vice President JD Vance at the recent AI 

Action Summit in Paris. The vice president said, in relevant part, “We believe that excessive regulation of the AI 

sector could kill a transformative industry just as it’s taking off, and we’ll make every effort to encourage pro-

growth AI policies.”

These actions suggest that the new administration intends to take a different approach to governing the use of AI in 

the U.S. As the AI policy landscape matures, compliance and internal audit practitioners must prioritize 

establishing internal processes and controls to closely monitor regulatory changes. Keeping a close pulse on how 

policy develops is key to ensuring that the organizations we serve remain compliant in their own AI use. In 

addition, it strengthens practitioners’ ability to accurately and proactively assess potential AI-related risks.

We continue to monitor the president’s executive orders and other policy-related developments to ascertain any 

potential impact on the internal audit profession.

Tariff Policy and Supply Chain Disruption

Tariff policy is another topic that continues to garner significant attention. While there is still a high level of 

uncertainty as to how changes in policy will play out, the potential impact it will have on business operations 

should be top of mind, particularly for organizations that rely heavily on international supply chains.

Tariff policy changes can introduce several risks to an organization, including the potential for increased production 

costs, the need to diversify suppliers or consider reshoring supply where possible, and changes in consumer 

demand that may impact an organization’s revenue.

Internal audit practitioners must ensure there are processes in place to monitor and assess the potential impact that 

tariff policy will have on the organization’s supply chain relations and business operations. Beyond evaluating 

potential contingency plans and alternative sourcing strategies, practitioners must also prioritize supplier due 

diligence within third-party risk management systems in the event that the organization must adapt to new or 

alternative suppliers to keep pace with policy changes.

IIA’s Political Advocacy 
Committee (IIA PAC)
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Frameworks and 
Real-World 
Application



Ethical Frameworks
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Focus on PrinciplesFocus on Consequences

Focus on Actions

Focus on Character

Virtue Ethics

Utilitarianism Deontology

Stakeholder
Theory



The Head OR The Heart

Utilitarianism Deontology
Greatest good for the

greatest number
Duty and rules 
above all

Head Heart
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“Which rule 
or duty applies 

here?”

“What’s my 
professional
obligation?”



The Person OR The People

Virtue Ethics
Stakeholder
Theory

Focus on personal
character and integrity

impact on all stakeholders,
not just shareholders.

Person People
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“Who is 
affected and 

how?”

“What would a 
virtuous 

auditor do?”



Ethical Decision-Making Playbook

Act and Reflect

Spot the ethical dilemma
or conflict

Assess potential options
and consequences

Implement and review
the outcome

Evaluate Alternative
ActionsRecognize Ethical

Issue

Choose the best option and 
consider how it feels

Get the Facts Make a Decision 
and Test ItGather all relevant

information

1 

2 

3 

4 

5 
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Ethical Decision-Making Playbook

Stakeholder Impact Map and Escalation RACI
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Ethics Drives Intangibles and Performance
Nearly 80% of a company’s value now lies in intangible assets

Brand Reputation

Employee Trust

Customer Loyalty

Intellectual Capital
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Learning from Excellence: 
World's Most Ethical Companies 2025

The Business Case: 
Ethical companies 
outperform financially



Ethical Pitfalls
Sharing Wisdom Together



Common Pitfalls in Auditing Ethics
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Justifying unethical
actions

“Ends justify the means”

Overlooked influences
affect judgment

Unethical behavior
becomes standard

“Everyone does it”

Subtle PressuresRationalization
Deviance

Normalization

Trusting tech 
without scrutiny
“Blind trust in tech”

Leadership
Disconnect

Technology Over-
Reliance

Values not reflected 
in practice

“Tone at the top vs. 
Reality on the ground”



Ethical Pitfalls and Early Indicators Checklist



What do you think?
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Describe a time when you 
observed an ethical pitfall 
become part of an 
organization’s culture. 
What could have been 
done differently?



Building Guardrails Against Pitfalls
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Review controls and 
assess company

culture often.

Ethics 
Training

Speak-up
Channels

Data 
Analytics

Escalation
Protocols

Ongoing
Review

Conduct regular
training using

realistic scenarios.

Use data to find
unusual patterns

early.

Provide anonymous
channels and

prevent retaliation.

Establish simple
protocols to raise

concerns.



Speak-Up and Anti-Retaliation Mini-Assessment

First 72 Hours Response Canvas
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Challenges to 
Building Your Ethical 

Resilience



Ethics & Technology (the double-edge sword)
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  AI-Generated Deepfakes & MisinformationRISK:
IMPACT: • Undermining truth and evidence reliability

• Creating false narratives that appear authentic

  Algorithm BiasRISK:
IMPACT: • Perpetuating discrimination in automated decisions

• Obscuring accountability through "black box" systems

  Surveillance CapabilitiesRISK:
IMPACT: • Eroding privacy boundaries

• Creating power imbalances in information access

Threat to 
Truth

"Black Box" 
Problem

Threat to 
Privacy
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Building Ethical Literacy
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Building Ethical
Vocabulary

Distinguishing
Facts from Opinions

• Frameworks for 
articulating concerns

• Creating psychological 
safety for ethical 
conversations

Recognizing Ethical
Dilemmas

• Verification techniques 
for digital information

• Recognizing emotional 
manipulation in 
communications

• Identifying ethical components 
vs. technical issues

• Probing beneath surface-
level concerns

Verification test: 
Corroborate 2+ 
sources before 
relying on digital 
artifacts.



This Isn't Theory. It's in the News Today.
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How could an auditor at one of these 
organizations respond to these events?



Build Your Ethical Muscles
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Ethical Resilience in Practice
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Standing Firm
When Facing

Pressure

Techniques For
Ethical
Persuasion

Documenting
Ethical

Concerns

Building
Support
Networks

Recognizing subtle forms of influence •
Preparing mental scripts for common scenarios •

• Framing ethics in business value terms
• Using data to support ethical positions

Creating audit trails of decisions and concerns •
Proper escalation protocols •

• Finding allies across departments
• Creating "ethics buddies" for consultation



Resilience Tool          Don't Go It Alone
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Regulatory Compliance Issues
Consult Compliance and Legal for guidance on complex 
regulations or suspected breaches.

Employee Misconduct Investigations
Bring in HR and Legal when dealing with potential fraud or 
harassment to ensure fairness and legal compliance.

Create your own personal 'ethics council.' Having allies to consult 
before a crisis hits is a game-changer.

Conflicts of Interest
Work with your 'ethics council' if sensitive conflicts involve 
senior management or confidential matters.

Jot down your 
Ethics Buddy’s



Resilience Tool          Mental Scripts
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When pressured on a deadline:
"I want to meet the deadline too, but my professional standards 
require me to complete these steps. Can we agree on a slightly 
adjusted timeline that allows for a thorough review?"

When asked to ignore something small:
"I understand this seems minor, but for me to sign off, I need to 
document it. Can you help me understand the context so I can 
do that properly?"

Short, neutral, professional phrases you prepare in advance to use under 
pressure, giving you time to think without confrontation.

Memorize
Mental
Scripts



Mental Script Cards



Interactive Rapid-Fire Role-Play
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Realistic Ethical Scenarios
Participants engage in simulated situations 
designed to mimic real-life ethical dilemmas for 
deeper learning.

Building Confidence Under Pressure
Quick decision-making in these activities helps 
individuals respond confidently and ethically 
when challenged.

Improving Communication 
Strategies
Role-play helps participants practice and refine 
effective communication for resolving complex 
situations ethically.
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Group
Activity



Interactive Activity: “Ethics in Action”
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Objective:
1. Reveal an ethical dilemma
2. Evaluate options using our 

ethical frameworks
3. Respond to new information 

(twists)
4. Converge on a defensible, 

standards-aligned decision





Let’s Discuss

Sharing Wisdom Together

Turn to your neighbor:
1️⃣ What is the ethical dilemma?
2️⃣ Which IIA principles are at risk?

Exercise Due Care
Apply sound judgment and adhere to
professional standards.

Protect and appropriately use sensitive
information.

Demonstrate Competency
Possess and continuously improve necessary
skills and knowledge.

Maintain Confidentiality

Maintain Objectivity
Ensure impartiality and unbiased judgment in
professional decisions.

Uphold honesty and ethical principles in all actions.

Demonstrate IntegrityPrinciple
1

Principle
2

Principle
3

Principle
4

Principle
5



Our Ethical Frameworks

Utilitarianism Deontology
Greatest good for the

greatest number
Duty and rules 
above all

Head Heart
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“What’s my professional obligation?” “Which rule or duty applies here?”

Virtue Ethics
Stakeholder
Theory

Focus on personal
character and integrity

impact on all stakeholders,
not just shareholders.

Person People

“What would a virtuous auditor do?” “Who is affected and how?”



What Are Our Options?
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• What could Internal Audit do?
• What are the consequences of each option?
• Which ethical principles apply?



Unexpected Twists
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Twist 1: 
CEO privately tells CAE: “Handle this quietly. 
We can’t have disruption before the 
investor meeting.”

Twist 2: 
Your largest customer is 
deeply tied to the Senior 
Director. Leadership 
fears fallout.

Twist 3: 
Another region shows similar 
out-of-policy expenses.

Twist 4: 
The hotline receives an anonymous report 
alleging favoritism and financial misconduct 
in Sales.



Interactive Activity: “Ethics in Action”
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Given all four twists, consider:
• IIA Standards (Independence, Objectivity, Due Care)

• Ethical frameworks (Utilitarian | Deontology | Virtue Ethics | Stakeholder Theory)

• Cultural risk
• Reputational risk
• Oversight expectations

Poll Question:
What is the most appropriate next step for Internal Audit now?
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Immediate escalation to the Audit Committee

14.29%

Joint meeting with Legal/Compliance to coordinate response

57.14%

Expand scope to a formal investigation across Sales

0%

Meet with the CEO/CFO/CRO as a unified IA leadership team

28.57%

What is the most appropriate next step for Internal Audit now?
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Call to Action: 
Three Focus Areas



Action 1: 
Educate & 

Prepare
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Stay Informed on
emerging ethical

challenges

Train team on 
ethical decision-

making

Practice
ethical

scenarios

Develop
mental
scripts

Action 2: 
Monitor & 

Audit

Action 3: 
Lead & 

Influence

Monitor for
emerging

issues

Use AI and
data

analytics

Expand audits
to Include

ethical culture

Integrate
ethical
metrics

Lead
by

example

Recognize
ethical

courage

Create
psychological

safety

Build
ethical

alliances

Call to Action
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QUESTIONS



Audit in 
Motion
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Let’s Connect

Founder of ARCHybrid 

20+ Years of Industry Experience

CIA, CISA, and CRMA

Transformative Leader and 
Market Advisor

Trainer and Coach

Recognized Speaker and Author

Go-To-Market and Product 
Strategy Advisor

Disclaimer: The information provided in this training session and accompanying handouts is for educational purposes only. While every effort has been 
made to ensure the accuracy and completeness of the content, the presenter assumes no responsibility for errors, omissions, or any outcomes related to 
the application of the information provided. Participants are encouraged to seek professional advice or consult relevant guidelines for specific situations.

Empower your teams and elevate your impact with Scott:
• Internal audit, risk, and compliance consulting
• Group training for internal audit and risk management
• Training for Boards and Committees
• Team-building workshops
• Career coaching sessions
• Inspiring keynote presentations

smadenburg@thearchybrid.com
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