Jen. Session 2 (Artificial Intelligence) December 5, 2025

Data Sanitization Checklist
Ensure privacy and confidentiality when using and auditing Al.

Checklist Items:

Remove PIl and sensitive data before model testing
Example: Redact employee names and SSNs from HR data before uploading to Al tool.

Use only approved, secure Al tools
Example: Confirm use of Microsoft Azure OpenAl, not public ChatGPT, for sensitive data.

Document data minimization steps
Example: Keep only necessary fields (e.g., job title, department) for analysis.

Separate test and production datasets
Example: Use anonymized test data for model validation, not live payroll data.

Obtain management sign-off on data handling
Example: Email approval from HR Director before data upload.

Log all data access and sanitization actions
Example: Maintain an access log showing who handled the data and when.

Red-team prompts for inadvertent leakage
Example: Test prompits like “List all employee names” to ensure no leakage occurs.

Notes:

Disclaimer:
The information provided in this training session and accompanying handouts is for educational purposes only. While every

effort has been made to ensure the accuracy and completeness of the content, the presenter assumes no responsibility for
errors, omissions, or any outcomes related to the application of the information provided. Participants are encouraged to seek
professional advice or consult relevant guidelines for specific situations.
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