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Unintended
Consequences of
Risk Mitigation:

How to identify and
manage hidden risks
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Learning Objective

Recognize unintended consequences of risk mitigation strategies
and their potential impact on organizational goails.

Evaluate emerging risks, including challenges related to Al,
cybersecurity, and third-party risk management.

Apply a structured approach to assess and address hidden risks,
iIncorporating stakeholder impact analysis and systems thinking.

Develop resilient risk management strategies that minimize
hidden risks while fostering adaptability and innovation.



The paradox of
risk mitigation
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The evolving risk landscape

Economic Attracting
conditions talent

Inflationary Difficulty attracting,
pressures are a key developing, and
economic risk. retaining top talent.
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N
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Cyber Labor
threats availability

Risk from malicious Lack of available

cyber activities is talent and labor
= increasing. resources.
ARC H .;ﬂ)
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The unintended consequences paradox

Cause & Effect:
Actions taken to mitigate one risk
often generate new, unforeseen

risks elsewhere in the organization. “Every solution breeds new problems”

([5[;, - Murphy's Law of Risk Management
=
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Join at: vevox.app ID: 408-602-339 Preparing Results

Which of the following unintended consequences of risk mitigation has your organization
experienced? (select all that apply)

Increased complexity and resource drain

81.25%
Stifled innovation and missed opportunities
. | 125%
Shifting risk to other areas
Risk aversion becoming embedded in culture
- ) 18.75%




Reflect - Compare - Share

Does anyone want to
share a time when
solving one risk
created another?”
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Hidden risks in organizational management

Tightened controls— s N -~ Punished failures
Shifted risks--- %“N ~- Unrewarded risk-taking
Hidden
) &
Implemented controls-- — Checking boxes
Workarounds- - Lost Strategic focus

ARC H ;
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When good risk management goes wrong

Financial Service

- Reduced fraud
- Capture discounts

/D D Price increases

Suppliers increase
prices

Missing early payment
discounts
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Why this matters now

Technology gaps

Economic

uncertainty Cyber threats

Insider
threats

Productivity
gaps

ARC !r) Ta Ient Challenges Sharina Wisdom Toaether



Join at: vevox.app ID: 408-602-339 Preparing Results

How might your Board/Mgmt team rank these risks?

Technology Gaps

Talent Challenges

Economic Uncertainty

Productivity Gaps

Insider Threats




Hidden Risk Discovery Worksheet

Step 1 - Define the Control, Change, or Mitigation:

Describe what is being evaluated:
(Write a clear description of the control, change, decision, process, or mitigation.)

What problem was this originally intended to solve?
(write a clear description of the control, change, decision, process, or mitigation.)

What assumptions does this solution rely on?
Behavioral assumptions:

Capacity assumptions:
Data/information quality assumptions:
Technology/system assumptions:
Who owns this decision/control:
Department. Role:

Sponsor.

Hidden Risk Discovery and Resolution

Source/Trigger

Risk
IDn Risk Description ﬂ Category
Shadow IT Cyber

(e.g., new control,
ﬂ process change) ﬂ
Process change

Composite
Score ﬂ PriormnD«mr ﬂ

High Jane

status I Date identinilll
Jun 30, 2025

Excessive policy TCompliance
exceptions

Palicy clarity

Medium  Adam Jul 15, 2025

Vendor delays from new 'I'hlnd-party
controls

Training

Medium  Alice Jul 01, 2025

Employee resistance to Technology
new system

Management

Low Carlos Jun 20,2025

Risk
iR Stakeholder [~ ]

R1 T Depariment

Influence

Interest Impact
(1-5) B  Score

Likely Response
(e,a, Support, Resist,
Neutral, etc.) n
Resistance

Engagement

Critical

Priority n Communication Plan

Monitoring
Frequency

Maonthly meeting Maonthly

"'R1 "Procurement

Support Important

Quarterly update Quarterly

"Rz "End Users

Action  Risk
o B ioE Action Description

H owner
Al R1  Streamline onboarding process  Jane

In Progress

Workarounds Monitor

Completion
B startpatlil  Due Datdll

Jun 01,2025 Jun 30, 2025

Date ﬂ Com| plellorﬂ

Training session Ad hoc

Effectiveness
(post-action Budget Impact

Days to
review) ﬂ (optional)

I Notes

IT reviewing workflow

A2 " R2 Clarify policy exceptions

Adam Not Started

Jun 05,2025 Jul 15,2025

Drafting new guidelines

A3 T R3 Vendor anboarding training

Alice In Progress

Jun 10,2025 Jul 01, 2025

Training scheduled

A4 T R4 Change management comms

Carlos Completed

May 20, 2025 Jun 20,2025 Jun 18,2025

4 Positive feedback from users

Risk
u:ﬂ Current Valuﬂ

Systern Downtime R1

Indicator Name ﬂ

Warning

2

Threshold [

Critical
Threshold Bl statusi

3 Critical Up

Escalation

Trend ﬂ Requiredﬂ Notes ﬂ

Yes Downtime increased from last month

Exception Requests

10

20 Warning Down

Mo Trending down after process change

Policy Violations

5

10 Warning Up

Yes Spike after new contral introduced

Shadow Systems

2

4 Normal

Stable

Mo No new shadow systems detected



Recognizing
hidden
risks
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Systems thinking approach for risk identification

ARC Hybrid)

Isolated risk ||~ SXS Interconnected
perception [~ risk view
Linear risk \ﬂ > Holistic risk
analysis analysis
Reactive o Proactive
.y . O
mitigation ‘5@ Wﬁ mitigation
-— -—
L
Traditional risk Systems thinking

management — approach
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Stakeholder impact mapping

Identify Identify response
stakeholders behaviors
List all parties Determine potential
affected by risk or reactions from
control stakeholders
 Empl ) | \
Mpiloyees, .
customers, secondary
shareholders partners, changes impacts
ators communities P
N Jegfulichiels J L ) lllustrate how Evaluate the broader
- ~ - N changes affect each conseqguences of
Direct impact Indirect impact stakeholder these responses
pathways pathways
=i Y, N Y,
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Second and third-order effect analysis

EXAMPLE: Enhanced vendor due diligence process

\

Longer vendor onboarding times

\

Increased security and compliance

N\

Longer-term systemic impacts

Second-order effects | ;e

e

Conseqguences of first-order effects

N

First-order effects ; &

Direct and immediate impacts

e —

ARC Huorid
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Warning signs of hidden risks

HANDOUT

Early
indicators
checklist

Workarounds and
exceptions become
common

Increased
resistance or
complaints about
controls

Process delays and
bottlenecks

Shadow systems
emerging

Key performance
metrics declining

ARC H .;ﬂ)
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Early Warning Indicator Library

Early Warning Indicator Library

Leading Indicators
Hidden Risk Type (Early signals)

Lagging/Behavioral Indicators
(Observed Failures)

Workaround/Bypass | « Increase in email approval
« Exception requests rise
« More manual overrides

» Audit trail gaps
» Control failures
» Policy drift

Delay/Bottleneck | « Cycle time creep
+ Queue growth
» SLA misses creeping

» Backlogs
« Customer/vendor escalations

Shadow System | « New spreadsheets appear
« Staff maintain parallel logs

« Data inconsistencies
« Recon breakdowns

Stakeholder Friction | « Increased clarifications
« Rising conflict
« Escalations

» Turnover
» Declines in morale
+» Relationship breakdowns

Risk Displacement | » Work moves to alternate channels
» People route around the process

» Failures in adjacent processes
» New hotspots

Compliance Burden | « Step count inflation
« Frequent complaints about control efforts

» Noncompliance
« Rule circumvention

Data Quality | « More corrections
« Manual data entry rises

» Reporting errors
» Conflicting data in systems




Evaluating
emerging risk
challenges

Sharina Wisdom Toaether



Join at: vevox.app ID: 408-602-339 Preparing Results
oOfAdo

Please rank the following risk areas from 1 (Trivial Risk) to 5 (Critical Risk) in two ways:
* First, how YOU personally view their importance
 Second, how you believe your EXECUTIVE TEAM would rank them

Least Important Most Important

Artificial Intelligence Implementation (You)

Artificial Intelligence Implementation (Exec Team)

- b

Cybersecurity (You)

S |

Cybersecurity (Exec Team)

-——— 0

Third-Party Risk (You)

Third-Party Risk (Exec Team)

—@ ]

Regulatory Changes (You)

Regulatory Changes (Exec Team)

-




ARC Hy

Al implementation hidden risks

Al implementation Risks

Over-reliance

Algorithm bias

Data privacy
Skills obsolescence

Organizational resistance
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Cybersecurity’s unintended consequences

Security controls

Productivity impacts
Knowledge sharing barriers

Employee frustration

System complexity
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ARC Hy

Third-party risk management cascades

Third-party risk management

Supply chain disruptions
Innovation constraints
Relationship damage
Excessive controls

Rigid vendor requirements

Overly bureaucratic processes
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Regulatory change management

Regulatory compliance

Innovation slowdown

Operational inefficiencies
Resource diversion
Uncertainty

Conflicting requirements

Strategic initiatives

ARC Hy
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Avoiding risk blind spots

HANDOUT

Common blind spot areas: Diagnostic Questions:

Cross- sOs \ Who else will be affected by this control?”
fgnctlonal “@if Identify individuals impacted by the control.
Impacts

Impact across
different departments
and teams.

o>
Sqeys

LS

.l"-'-'-'_.--.
ARC T I\_.,.r'ur'a
—
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Interview Booster Sheet

Targeted Questions to Surface Undisclosed Risk and Unintended Consequences

Process Reality Questions
What happens on a busy day vs. a normal day?
What steps take the most time?
If the process breaks, what do people actually do?
What part of this process causes the most frustration?

Workaround & Behavior Questions
When do people bypass this control?
What shortcuts exists?
Are side spreadsheets or personal trackers used?
What exceptions occur most often and why?

Cross-Functional & System Impact Questions
Who else is impacted by this control?
Does this slow down any downstream activities?
What new work is created because of this?
Are there any recurring complaints from other teams?

Hidden Risk Identification Questions
What new problems did this control unintentionally create?
Who does this control create more work for?
What assumptions does this process rely on?
What would someone do if they wanted to avoid following the process?

Early Warning Indicator Questions
What's the earliest sign something is breaking?
What metric changes first when pressure builds?
What do people do when overloaded?
Where would you expect to see the first red flag?




Structured
approach to
mMmanaging
hidden risks
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ARC Hubrid)

Four-step hidden risk management framework

4 Adaptive monitoring

Using feedback loops to
adjust strategies

3 Balanced response
Designing controls and | ﬁa@
optimizing risk-reward /
y. Holistic assessment /?p
Evaluating risks using | "R°
quantitative and qualitative
methods

| Systematic identification

Identifying potential risks through
radars and workshops

Sharina Wisdom Toaether



Identification tools and techniques

[ He s metosioay @} (o —
= - | @

. R &5 i .
Visual representation - ~ - Trend analysis
Systematic sccmning---i Risk --- Scenario development
' identification |

Example template-—"' - Early warning indicators

tools and
. techn:iques .

Structured process

- Diverse representation

- Facilitation techniques

ARC Hubrid)
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Assessment approaches

Hidden risk scoring Assessment techniques

methodology
3. Likelihood
Probability of risk
happening
2. Severity 4. Detectability
Impact of risk Ease of
occurrence identifying risks

Qualitative
Expert judgment
and scenario
analysis are
performed.

Sharina Wisdom Toaether
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Balanced response strategies

Framework for Evaluating Options: Key Questions Before Implementation:

“"Who will be affected by this control?”
Identify individuals or groups impacted by the control.

Effectiveness

Measures how well
the option addresses
the primary risk.

ARCH L_.,.r'ur'a .
S— Sharina Wisdom Toaether



Group
Activity
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% Hidden Risk Chain Reaction! (15 mins)

Objective:

To collectively simulate how a "fix’

evolves into a failure and practice WILC st 4 ‘ Reduced

. . N - F t -
spotting the early warning signals e — g ait Times
before the damage occurs. 4 | | I&- 022%
| » # g Time-to-Triage

Chain of Consequences: | F — — | Consistent

& MedAssist Al . 1 ) Documentatio
Patient Symptons. / ¢

1. The Trigger (The Event)

2. The Reaction (1st Order - Behavior)

3. The Ripple (2nd Order - System/Process)
4. The Fallout (3rd Order - Impact)

cuity Score

The Audit Challenge:
Where was the “Early Warning Indicator”

ARC Hubrid)
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Hidden Risk Chain Reaction! (15 mins)

Early Warning Indicator Library

HANDOUT

Leading Indicators Lagging/Behavioral Indicators
Hidden Risk Type (Early Signals) (Observed Failures)
Workaround/Bypass | « Increase in email approval « Audit trail gaps
« Exception requests rise « Control failures
« More manual overrides « Policy drift
Delay/Bottleneck | « Cycle time creep » Backlogs
« Queue growth « Customer/vendor escalations
» SLA misses creeping
Shadow System | « New spreadsheets appear « Data inconsistencies
« Staff maintain parallel logs » Recon breakdowns
Stakeholder Friction | « Increased clarifications « Turnover
« Rising conflict « Declines in morale
« Escalations « Relationship breakdowns
Risk Displacement | « Work moves to alternate channels  Failures in adjacent processes
« People route around the process « New hotspots
Compliance Burden | « Step count inflation « Noncompliance
« Frequent complaints about control efforts | « Rule circumvention
Data Quality |  More corrections « Reporting errors
« Manual data entry rises « Conflicting data in systems

What data point would have told us this was happening before the patient was harmed?
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SCOTT MADENBURG

AUDIT, RISK, COMPLIANCE
ADVISOR | TRAINER | SPEAKER

e |et’s Connect
in

Empower your teams and elevate your impact with Scott:
* Internal audit, risk, and compliance consulting

« Group training for internal audit and risk management

» Training for Boards and Committees
« Team-building workshops

- Career coaching sessions

* Inspiring keynote presentations

ARC Hyprid

smadenburg@thearchybrid.com

Disclaimer: The information provided in this training session and accompanying handouts is for educational purposes only. While every effort has been
made to ensure the accuracy and completeness of the content, the presenter assumes no responsibility for errors, omissi any outco
i f

, omissions, or
the application of the information provided. Participants are encouraged to seek professional advice or consult relevant guidelines for specific situations. . .
Sharina Wisdom Toaether
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